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CD/tNA BEAL-) 
by A. Craig Phonephreak 
///t’ sal eh ou.se had o*\m at tier 
surveillance fur some it me S/u lured 
by moan !ai a «, /wore than a l,u ml fed 
miles fr u v the bis cities, (he tenants 
felt tlu v'd s afelv distanced tliemscl.es 
from the surveillance 

But the authorities were only 
wailing. 

finally, when the dissident it. uni- 
tors m the house felt they were far 
enough alone with their computet pro- 
ject, they had a housewarming putty 
tv — just the cwt/vu techies and com- 
puter /reeks need to vet together and 
compare notes. 

At about I 30 m the unit: (tally 
warm, Indian Summer dav, the host 
together with 5 or 6 ear/v at rivals 
decided in take a walk thru the woods 
down to a iw net full, fhc foliage of the 
mountains was a dame with aittim n 
reds and manges— o.er-run with deer, 
ducks, hawks a-urcltng and diving, 

As thev were walking husk up the 
road toward the house, an unmarked 
ear pulled up. and the diner, m 
p/aun lathes, lumped out and demand- 
ed identity papers 

W hen the inventor admitted he was 
from the nouse, the other man it the 
ear said. ” He's the one ivc want*” In a 
move that netted a " whole ring”— ten 
none otifoniutr; computer huffs, about 
6 or 7 larfnuds of criminal police, 
assisted bv a helicopter dint circled 
over bead the wnole tone, had com- 
pletely scaled the cm in. ns. 

In the manner of mote subtle, up- 
to-date tmahnnum reg'tne s, most 
v\ cry one m merely detained, ques- 
t toned, threatened and then released 
when stiff u irmly terrorized. But in the 
midst of the criminal police wete the 
ruthlessly ef he tent agents of Security, 
who directed everything, and took 
possession of to cry notebook , phone 
book, stray piece of equipment and 
computer component. 7/ <o* also seiz- 
ed both mam computers tn the house, 
which contained the program for the 
dissident's tmennon—a laser s wmh 
which would obsolete the official, 
state-sane noth d feJecommutiicanons 
Mono/tols—atid ordered the two ac- 
tual invertors arrested by criminal 
police for "theft of industrial 
seen t\”. 

Did if happen in Russia? Iran? 
Bra/iP America 10 years from no* 1 
No. as a malar of fuel, it happened 
in Pifiiis^Nannia. ill the TiHimos. 
Sidt.rdiv, (Jet. 22. to John Draper, 
a.k.a. Captain ( rmteh, nod a col- 
league. Besides the laser switch and a 
number of other secrets Telco was 
after, they got the fruits of the high- 
stakes contract to coinpotcri/e a cahle 
l\ comptinv Inal brought Draper to 
the Poconos in the tiisl place. 

Crunch was a nested 1>> leko 
Security ami held on 5 Ji:»rgcs--<ii 
winch 2 have been dismissed— ami 
S20.01M) l*..i|. John languished in a tell 
for almost a month hefnre had was 
reduced enough to be raised. Yes, 
i.iiC in \mcrica. Once again, a lo.ie 
scientist-inventor is being sacnlieed in 
a bloated, inhuman monopoly. 

Behind elo.ed doors— -wiihm tin 
“red /ones” in cia-u Bell swiu lung 
centers that arc oft -limits to .ill bin %e 
kind i clci) employe t s, imuic cq»i ills, 
c L* nd . * u nc pin. lie phreek 
s.iietUM , — .i \\ k i . gunn* ft 
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and spy thrillers— but nonetheless 
boih sides are demanding Uncondi- 
tional Surrender. 

It is a battle for the fimne of 
telecommunications— a struggle over 
whether there can actually be such a 
thing as private electronic conversa- 
tion, or whether the phone in your kit- 
chen or bcdioom will become the 
ultimate apparatus of Big Brother 
Surveillance. 

l ou will not, in any Telco publicity 
about their phenomenal 4 3 Billion 
Dollar Net Piofit tn 1977, hnd much 
mention of their fastest -growing Sec- 
tor-selling "pmaic security ser- 
vices”, t e: nniniy to the covet muem. 

With more than 7,01)0 agents (2^0 a 'o 
more than the D.H.A.), Bell Security 
maintains one ot the largest police 
forces in the country, with a semi- 
official status uniquely different from 
other private sccumv forces 

They hove something else no one 
else has: the capabihiv “bmlt-uuo the 
system” to tap any phone m the coun- 
try. Sam F rvut’s Senate Pnv.tcv Hear- 
ings featured testimony by Telco Ai 1.- 
C lO union rep, about “silver boxes” 
tliat could ino'utor 10 lines m the D C . 
area Ironi one console. But with 
lelco’s new ck'rnmc toll switching 
equipment, the '.inu* capability can be 
programed in a. will sysicm-wnle — as 
“software m t'io computet ”, to el leu. 

1 Jicy are now u-ady to p'acc at il.e 
drsposil ul any government beic a 
caiuiciiy to search out and monitor in 
tciesttng phones that v ouid make the 
lic-iapo esecn v itn envy esp-.^ialiv 
inasmuch a* one .uhunoiul mod. I*ca- 
•ion in your Inca! '■■-itching otli e 
eneblt s VcUM'v m ami any piiou-Mu 
;o a hug by an pti lying the hell cm wit. 


whether it’s on the hook or off! 

This is a permanent investigative 
capability that is completely outside 
the government — not subject to 
restraints of court orders {Telco 
Secmity actually implements all court- 
ordered taps, unsupervised, and then 
hills Uncle Sam for the tapes) with no 
limits except to scan tor plumes which 
are being used by “interesting parties” 
which Telco Security, a. cxd'BI and 
such, know they might he having to 
get a legal tap on. 

7 he bitch is that this whole capabili- 
ty is in. -easily ly a matter ol software 
m a computer, and they've tigged the 
law so that even looking for it is a 
crime. That’s why they got Crunch. 

Contrary !*> pop myth, phonc- 
phre ektng t s not, pumanl). a way to 
make free calls. The cheese-box, the 
blue-box— all the hrenk-thrus ot 
phrcclmg invoked trving to get a 
socur * line Making a free call was and 
is secondary. 

The red box was developed after the 
nluebox, 

C. tilling Horn paypnunes to elude 
taps, pnvacy-lovers used Mucboxes to 
access excess toll-tree trunks, bv pass- 
ing prvmg opera lots whose attentions 
ate roseived lor the pav-eucuits 

But the idea of thousands of 
phreeks boxing Irom landom 
payphones goaded leko into putting 
m lasunating new technological 
weapons to lerret out and punish wire 
outlaws. 

In 1977 they completed ms'allation 
,u a computerized “bluchox alarm” 
wIikIi will net you a c dl back imm 
l eko Security wuhui S nunutes of use 
• d the character tu 2b(XI jt | bluebnx 


tone on anv phone [See June/July ish, 
771. 

Their most recent response to the 
development by photic phreaks of 
security-conscious calling systems is 
an innovation that allows them to tap 
into any phone with nothing but the 
number, another touchtone phone, 
and two access codes. 

In the past six months news of this 
new- RFMoie Olfservation [RFMOil] 
facility has swept the phone phreek 
undergiuund 

Apparently, a number of phreeks 
have gotten into the new system by 
scanning, [see accompanying article], 
but have hesitated to publicize it 
because ol Telco’s fend breath on 
t licit necks. 

The system was first dcmon.tiated 
to Crunch bv anonymous telecom- 
munication tipsters at 4-00 AM one 
morning when he was asleep in 
California. John awoke to find 
himself on a conference call, with 
some phreek toucluomng a series ot 
numbcis that tapped them into the 
“requests’* line of a radio station in 
Iowa — except that no one at thd sta- 
tion suspected anyone wa» list emng. 

The system, n was explained, isn’t 
fully operational yet, but when it is it 
will be possible to dial m to the secret 
number of RLMOB in Iowa or some 
place, and by using a touch tone 
phone, access the phone tuiuiber one 
wishes to tan without the tapee hear- 
ing so much as a beep or click. 

fins new system ot tapping a plume 
differs fioni existing cut-in methods 
such as silver boxes cap lble of observ- 
ing service on any plume line in a eei- 
tain exchange or auto-verifv circuits 
the operator uses to go in on some- 
one's line in an emergency. This j\ a 
fairly new and sophisticated was of 
observing lines at random without ac- 
tually ‘clipping m’ from thcccnti.il of 
lice or exchange. 

Now the existence of a “Silver Box” 
is public record, confirmed in 
testimony before Sam Frvin's Senate 
Privacy Hearings. 

Ma Bell claims the Silver Box is be- 
ing used to |1] observe phone company 
employees to insure thev follow .he 
well-established procedures '•ct down 
tn the Bell practice manual, [2] prevent 
fraud— whetc Telco cops can dial into 
a suspected phone freaks line, or 
anyone else’s for that matter, and 
keep up with what’s happening. 

Since silver boxes connect to 
thousands ot lines u is pretty hard lor 
the phone company to deny l heir ex 
istcnce or to convementk mow diem 
from exchange to exchange However, 
with the new RSS [I leetron.e Summ- 
ing Sysiemsj type ot nhnne exchanges 
the phone company can program the 
same thing through a computer. 
Sometimes cjlled generics, these pio- 
giams are physically invisible and 
known only to the highest ichelon 
phone dicks. 

Think of the application tor Toko 
Security, coordinating with special 
operators, shauowmg someone to 
listen m on conversions tkcy’ie 
deliberately making Irom 
payphones — being able to tome /'* tut 
the hue vtx otids a}te> a i all o fundi \ 
made l 

Sn.^e most Tckn cops are ex I Bi 
agents or some how nave been re)t\ ted 
continued on next page 
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Short o! direct expropriation, about the only way left to gnaw 
away at Telco’s billion-dollar profits 13 mass consumer action. 
We all Know the so-called Public Service Commissions are 
creatures of the fascist Bcllmonster. This is why the new credit 
card code is a favorite feature of our readers each year. 

So great has been the demand, that we have decided to ex- 
tend an opportunity to participate to one and all. YIPster Times 
is proud to announce the first annunal Credit Card Contest. 

This contest gives >«M a chance to sec what the phone 
number of your most deserving landlord, govt, official, corporate 
latcat or local narc would look like as a credit card number. 

To be eligible for the unbelievable first, second, or third prizes 
{which we can't even mention in print), or at least get your entry 
listed in the honorable mentions In the next YT, observe the 
following contest rules: 

1. ) Take the offending number, which consists of 7 digits, and af- 
fix the corresponding RAO number (see table — it’s like a secret 
area code for the operator, but it goes last, not first: the White 
House at 202-456-1414 becomes 456-14 14-032-A.) 

2. ) Next, match the 7th digit (4561411-052-A) with the ap- 
propriate Telco cryptograph-letter (A), using your Captain 
Crunch Secret De-coder, to get the final character: 

123456789.0 

QZMAHXFTLR 

3. ) Be sure to include a brief explanation of what the people at 
the number have done to deserve this. 

4. ) Employees of the Telephone Company, their agents, or 
agents of Telco Security are prohibited from entry. 


5.) Send Entries no later than midnite, April Fool’s Day, to: 
Credit Card Contest 
Box 392 Canal Street Station 
New York, New York 10013 

This Contest offer is open to alt, but void where prohibited by 
law. No purchase is necessary, and there is no Blue Box top to 
send in. All entries will be judged on the basis of originality, uni- 
queness, and validity by a panel of stoned judges, dredged from 
our editorial staff. 

Secret RAO Code 


Now Jertoy 
out cl Columbia 
Hartford 


Santa Mor>ka/V*otc« 

Prtiiiy 

Akron 

C Ireland 

Dulutti 

Ua/ytand 

Colorado 


212 012,01 1 
018 02) 023, 
024.07? 074 
213 044.182,154 
184,167,332 


Pittiburgn 

San FraiiiKd 
BtrValrjr 

Toronto 

Antanaa* 

Kentucky 
Oregon 
Loo I tana 
New Mexico 
Spokane 
Dayton 


7 Toronto $17 

4 M[»el»tlppp) 601 

5 Arliona 602 

3 Vancouver 6CM 

7 Madiaon , 600 

3 Ulnneapolit 612 

S Oilawa 613 

3 Nashville 01$ 

3 Memphis 6i$ 

I Boston 817 

I Massachusetts 617 

r Nevada 702 

1 Virginia 703 

r Charoton* 704 

> Houston 713 

I San Diego 714 

> Utah 601 

1 TsmpeTSt PaHribsing 813 

I Pennsylvania 614 

I New York Stela 614 



This is the first of a series of articles 
basic phone phreeking techniques 
Over the years phone phreaks have 
amassed a huge amount of know lege 
through the technique of scanning. 

Scanning is simply sequentially dial- 
ing every phone number in a given ex- 
change (an exchange is the first three 
digits of the seven-digit number). 

The trick is to know which ex- 
changes to dial. Good places to start 
arc the local government exchanges. 
To find these exchanges, just consult 
your phone directory. Look under 
listings such as the Post Office, US 
Magistrate, Army, etc. In most cases, 
almost ail of the numbers will be 
under one exchange Closer inspection 


continued from previous page 
from other law enforcement agencies, 
naturally the Telco cops do favors for 
their friends and ex-sidekicks at the 
1 HI, NS A, DEA cic. by handing out 
RE-MOB access codes, so they too can 
amuse themselves by listening to some 
yippics rap on tiic phone. 

Besides constantly passing info to 
regular law enforcement. Telco agents 
have become adept at “laundering” 
such info to make if look like it came 
from a “confidential informant”, and 
initiating prosecutions by claiming 
they stumbled across “evidence of a 
crime” while “service-observing". 

Prosing such a para-prosecutorial 
set-up exists can be a problem, 
however. 

In the beginning of October, when 
Draper took the computer job m Pa., 
he approached the Yippics for advice 
on where his informal ion would do 
ihc most good. But the closer John 
has gotten to formally testifying to 
Congress, the more close encounters 
he has had with the law 

On Dec. 27. aliei a h.ud day of 
making ihc rounds among New York 


may reveal that all of the numbers a?c 
between certain ranges (such as 
264-7000 to 264-9000, assuming that 
264 is your local exchange). 

So, to start scanning, you would 
dial 264-7000, 264-7001 , 264-7002 and 
so on. Let the phone ring two or three 
times before trying the next number. 
Naturally, one should have a touch- 
tone phone. 

If the number should answer with a 
strange tone or something w-ierd, 
record that number. The important 
thing is to keep careful records of 
what you are doing. Another impor- 
tant thing to remember is that it will 
probably take a few weeks of scanning 
an hour or so a day before you find 
any useful numbers. 


mcdiapcople expected to be sym- 
pathetic, John was busted again. This 
time it was New Jersey cops. He was 
charged with misdemenor possession 
of electronic parts. Like Lenny Bruce, 
local law enforcement are now com- 
peting to see who will jail the famous 
Crunch. 

Meanwhile, Crunch was able to get 
immunity from piosccuiion from a 
grand jury m Iowa interested in his 
icstiniony about the REMOB facility 
there. References to the new system 
occur in professional journals. 

Last summer one such box was 
discovered by West Coast phone 
phreaks when a maga/me published 
boasts by the local phone companv 
that such a thing existed in the area. 
The phreaks simply dialed every 
number in the exchange until they 
found it. 

The REMOB number and access 
code stayed (he same for weeks.mon- 
ths— as rumor flourished and publici- 
ty mounted. About a month ago, just 
as the story of the petseculion of John 
Diaper appealed in the Vitiate Four, 
it was changed. 


Once you have tried about a thou- 
sand numbers (8 or 9 hours work once 
you get the hang of it), you should go 
back and try to figure out what you 
have found. At first the best thing to 
do is to consult an old-time phone 
phreck (if you know one), who will 
know how to exploit what you have 
found better than you can. 

If a number answers with a dial- 
tone, you have probably found a 
remote access to a government tie-line. 
This will let you call out long distance 
and be billed for the local call. Try 
dialing 9 first w-hen trying to get 
through. 

Usually a high-pitched beep goes to 
some computer. This needs a data ter- 
minal, and if you can break the 
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password you can gain entry into some 
government computer. 

There are also interesting recor- 
dings — the FBI has a number that its 
agents can call for all the lamest news 

In D.C. (and certain other big cities) 
the network audio for ABC, NBC and 
CBS arc carried over phone lines in 
case of a breakdown in standard ser- 
vices. 

If you are really lucky you may find 
something really heavy like REMOB. 
Watch out. 

A few' phreeks in NYC are trying to 
start a scanning hot-line you can call 
in for tips on scanning or advice on 
how to use numbers you ma> have 
found. Watch this space for further 
developments. 
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